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Sec. 2251. Sexual exploitation of children  

(a) Any person who employs, uses, persuades, induces, entices, or coerces any 
minor to engage in, or who has a minor assist any other person to engage in, or 
who transports any minor in interstate or foreign commerce, or in any Territory 
or Possession of the United States, with the intent that such minor engage in, 
any sexually explicit conduct for the purpose of producing any visual depiction 
of such conduct, shall be punished as provided under subsection (d), if such 
person knows or has reason to know that such visual depiction will be 
transported in interstate or foreign commerce or mailed, or if such visual 
depiction has actually been transported in interstate or foreign commerce or 
mailed.  

(b) Any parent, legal guardian, or person having custody or control of a minor 
who knowingly permits such minor to engage in, or to assist any other person 
to engage in, sexually explicit conduct for the purpose of producing any visual 
depiction of such conduct shall be punished as provided under subsection (d) of 
this section, if such parent, legal guardian, or person knows or has reason to 
know that such visual depiction will be transported in interstate or foreign 
commerce or mailed or if such visual depiction has actually been transported in 
interstate or foreign commerce or mailed.  



(c) (1) Any person who, in a circumstance described in paragraph (2), 
knowingly makes, prints, or publishes, or causes to be made, printed, or 
published, any notice or advertisement seeking or offering -  

(A) to receive, exchange, buy, produce, display, distribute, or reproduce, any 
visual depiction, if the production of such visual depiction involves the use of a 
minor engaging in sexually explicit conduct and such visual depiction is of 
such conduct or  

(B) participation in any act of sexually explicit conduct by or with any minor 
for the purpose of producing a visual depiction of such conduct shall be 
punished as provided under subsection (d).  

(2) The circumstance referred to in paragraph (1) is that -  

(A) such person knows or has reason to know that such notice or advertisement 
will be transported in interstate or foreign commerce by any means including 
by computer or mailed or  

(B) such notice or advertisement is transported in interstate or foreign 
commerce by any means including by computer or mailed.  

(d) Any individual who violates, or attempts or conspires to violate, this section 
shall be fined under this title or imprisoned not less than 10 years nor more than 
20 years, and [1] both, but if such person has one prior conviction under this 
chapter or chapter 109A, or under the laws of any State relating to the sexual 
exploitation of children, such person shall be fined under this title and 
imprisoned for not less than 15 years nor more than 30 years, but if such person 
has 2 or more prior convictions under this chapter or chapter 109A, or under 
the laws of any State relating to the sexual exploitation of children, such person 
shall be fined under this title and imprisoned not less than 30 years nor more 
than life. Any organization that violates, or attempts or conspires to violate, this 
section shall be fined under this title. Whoever, in the course of an offense 
under this section, engages in conduct that results in the death of a person, shall 
be punished by death or imprisoned for any term of years or for life.  

--------------------------------------------------------------------------------  
Footnotes  

[1] So in original. Probably should be ''or''.  

Sec. 2252. Certain activities relating to material involving the sexual 
exploitation of minors  



(a) Any person who -  

(1) knowingly transports or ships in interstate or foreign commerce by any 
means including by computer or mails, any visual depiction, if -  

(A) the producing of such visual depiction involves the use of a minor engaging 
in sexually explicit conduct and  

(B) such visual depiction is of such conduct  

(2) knowingly receives, or distributes, any visual depiction that has been 
mailed, or has been shipped or transported in interstate or foreign commerce, or 
which contains materials which have been mailed or so shipped or transported, 
by any means including by computer, or knowingly reproduces any visual 
depiction for distribution in interstate or foreign commerce or through the 
mails, if -  

(A) the producing of such visual depiction involves the use of a minor engaging 
in sexually explicit conduct and  

(B) such visual depiction is of such conduct  

(3) either -  

(A) in the special maritime and territorial jurisdiction of the United States, or 
on any land or building owned by, leased to, or otherwise used by or under the 
control of the Government of the United States, or in the Indian country as 
defined in section 1151 of this title, knowingly sells or possesses with intent to 
sell any visual depiction or  

(B) knowingly sells or possesses with intent to sell any visual depiction that has 
been mailed, or has been shipped or transported in interstate or foreign 
commerce, or which was produced using materials which have been mailed or 
so shipped or transported, by any means, including by computer, if -  
(i) the producing of such visual depiction involves the use of a minor engaging 
in sexually explicit conduct and  
(ii) such visual depiction is of such conduct or  

(4) either -  

(A) in the special maritime and territorial jurisdiction of the United States, or 
on any land or building owned by, leased to, or otherwise used by or under the 



control of the Government of the United States, or in the Indian country as 
defined in section 1151 of this title, knowingly possesses 3 or more books, 
magazines, periodicals, films, video tapes, or other matter which contain any 
visual depiction or  

(B) knowingly possesses 3 or more books, magazines, periodicals, films, video 
tapes, or other matter which contain any visual depiction that has been mailed, 
or has been shipped or transported in interstate or foreign commerce, or which 
was produced using materials which have been mailed or so shipped or 
transported, by any means including by computer, if -  
(i) the producing of such visual depiction involves the use of a minor engaging 
in sexually explicit conduct and (ii) such visual depiction is of such conduct 
shall be punished as provided in subsection (b) of this section.  
(b)  

(1) Whoever violates, or attempts or conspires to violate, paragraphs [1] (1), 
(2), or (3) of subsection (a) shall be fined under this title or imprisoned not 
more than 15 years, or both, but if such person has a prior conviction under this 
chapter or chapter 109A, or under the laws of any State relating to aggravated 
sexual abuse, sexual abuse, or abusive sexual conduct involving a minor or 
ward, or the production, possession, receipt, mailing, sale, distribution, 
shipment, or transportation of child pornography, such person shall be fined 
under this title and imprisoned for not less than 5 years nor more than 30 years.  

(2) Whoever violates, or attempts or conspires to violate, paragraph (4) of 
subsection (a) shall be fined under this title or imprisoned not more than 5 
years, or both, but if such person has a prior conviction under this chapter or 
chapter 109A, or under the laws of any State relating to the possession of child 
pornography, such person shall be fined under this title and imprisoned for not 
less than 2 years nor more than 10 years.  

--------------------------------------------------------------------------------  
Footnotes  

[1] So in original. Probably should be ''paragraph''.  

Sec. 2253. Criminal forfeiture  

(a) Property Subject to Criminal Forfeiture. - A person who is convicted of an 
offense under this chapter involving a visual depiction described in section 
2251, 2251A, or 2252 of this chapter shall forfeit to the United States such 
person's interest in -  



(1) any visual depiction described in section 2251, 2251A, or 2252 of this 
chapter, or any book, magazine, periodical, film, videotape, or other matter 
which contains any such visual depiction, which was produced, transported, 
mailed, shipped or received in violation of this chapter  

(2) any property, real or personal, constituting or traceable to gross profits or 
other proceeds obtained from such offense and  

(3) any property, real or personal, used or intended to be used to commit or to 
promote the commission of such offense.  

(b) Third Party Transfers. - All right, title, and interest in property described in 
subsection (a) of this section vests in the United States upon the commission of 
the act giving rise to forfeiture under this section. Any such property that is 
subsequently transferred to a person other than the defendant may be the 
subject of a special verdict of forfeiture and thereafter shall be ordered forfeited 
to the United States, unless the transferee establishes in a hearing pursuant to 
subsection (m) of this section that he is a bona fide purchaser for value of such 
property who at the time of purchase was reasonably without cause to believe 
that the property was subject to forfeiture  
under this section.  

(c) Protective Orders. -  

(1) Upon application of the United States, the court may enter a restraining 
order or injunction, require the execution of a satisfactory performance bond, or 
take any other action to preserve the availability of property described in 
subsection (a) of this section for forfeiture under this section -  

(A) upon the filing of an indictment or information charging a violation of this 
chapter for which criminal forfeiture may be ordered under this section and 
alleging that the property with respect to which the order is sought would, in 
the event of conviction, be subject to forfeiture under this section or  

(B) prior to the filing of such an indictment or information, if, after notice to 
persons appearing to have an interest in the property and opportunity for a 
hearing, the court determines that - (i) there is a substantial probability that the 
United States will prevail on the issue of forfeiture and that failure to enter the 
order will result in the property being destroyed, removed from the jurisdiction 
of the court, or otherwise made unavailable for forfeiture and (ii) the need to 
preserve the availability of the property through the entry of the requested order 
outweighs the hardship on any party against whom the order is to be entered 



except that an order entered pursuant to subparagraph (B) shall be effective for 
not more than 90 days, unless extended by the court for good cause shown or 
unless an indictment or information described in subparagraph (A) has been 
filed.  

(2) A temporary restraining order under this subsection may be entered upon 
application of the United States without notice or opportunity for a hearing 
when an information or indictment has not yet been filed with respect to the 
property, if the United States demonstrates that there is probable cause to 
believe that the property with respect to which the order is sought would, in the 
event of  
conviction, be subject to forfeiture under this section and that provision of 
notice will jeopardize the availability of the property for forfeiture. Such a 
temporary order shall expire not more than 10  
days after the date on which it is entered, unless extended for good cause 
shown or unless the party against whom it is entered consents to an extension 
for a longer period. A hearing requested concerning an order entered under this 
paragraph shall be held at the earliest possible time and prior to the expiration 
of the temporary order.  

(3) The court may receive and consider, at a hearing how pursuant to this 

subsection, evidence and information that would be inadmissible under the 
Federal Rules of Evidence.  

(d) Warrant of Seizure. - The Government may request the issuance of a 
warrant authorizing the seizure of property subject to forfeiture under this 
section in the same manner as provided for a search warrant. If the court 
determines that there is probable cause to believe that the property to be seized 
would, in the event of conviction, be subject to forfeiture and that an order 
under subsection (c) of this section may not be sufficient to assure the 
availability of the property for  
forfeiture, the court shall issue a warrant authorizing the seizure of such 
property.  

(e) Order of Forfeiture. - The court shall order forfeiture of property referred to 
in subsection (a) if the trier of fact determines, beyond a reasonable doubt, that 
such property is subject to forfeiture.  

(f) Execution. - Upon entry of an order of forfeiture under this section, the court 
shall authorize the Attorney General to seize all property ordered forfeited upon 
such terms and conditions as the court shall deem proper. Following entry of an 
order declaring the property forfeited, the court may, upon application of the 



United States, enter such appropriate restraining orders or injunctions, require 
the execution of satisfactory performance bonds, appoint receivers, 
conservators, appraisers, accountants, or trustees, or take any other action to 
protect the interest of the United States in the property ordered forfeited. Any 
income accruing to or derived from property ordered forfeited under this 
section may be used to offset ordinary and necessary expenses to the  
property which are required by law, or which are necessary to protect the 
interests of the United States or third parties.  

(g) Disposition of Property. - Following the seizure of property ordered 
forfeited under this section, the Attorney General shall destroy or retain for 
official use any article described in paragraph (1) of subsection (a), and shall 
retain for official use or direct the disposition of any property described in 
paragraph (2) or (3) of subsection (a) by sale or any other commercially 
feasible means, making due provision for the rights of any innocent persons. 
Any property right  
or interest not exercisable by, or transferable for value to, the United States 
shall expire and shall not revert to the defendant, nor shall the defendant or any 
person acting in concert with him or on his behalf be eligible to purchase 
forfeited property at any sale held by the United States. Upon application of a 
person, other than the defendant or person acting in concert with him or on his 
behalf, the court may restrain or stay the sale or disposition of the property 
pending the conclusion of any appeal of the criminal case giving rise to the 
forfeiture, if the applicant demonstrates that proceeding with the sale or 
disposition of the property will result in irreparable injury, harm, or loss to him.  

(h) Authority of Attorney General. - With respect to property ordered forfeited 
under this section, the Attorney General is authorized to -  

(1) grant petitions for mitigation or remission of forfeiture, restore forfeited 
property to victims of a violation of this chapter, or take any other action to 
protect the rights of innocent persons which is in the interest of justice and 
which is not inconsistent with the provisions of this section  

(2) compromise claims arising under this section  

(3) award compensation to persons providing information resulting in a 
forfeiture under this section  

(4) direct the disposition by the United States, under section 616 of the Tariff 
Act of 1930, of all property ordered forfeited under this section by public sale 



or any other commercially feasible means, making due provision for the rights 
of innocent persons and  

(5) take appropriate measures necessary to safeguard and maintain property 
ordered forfeited under this section pending its disposition.  

(i) Applicability of Civil Forfeiture Provisions. - Except to the extent that they 
are inconsistent with the provisions of this section, the provisions of section 
2254(d) of this title (18 U.S.C. 2254(d)) shall apply to a criminal forfeiture 
under this section.  

(j) Bar on Intervention. - Except as provided in subsection (m) of this section, 
no party claiming an interest in property subject to forfeiture under this section 
may -  

(1) intervene in a trial or appeal of a criminal case involving the forfeiture of 
such property under this section or  

(2) commence an action at law or equity against the United States concerning 
the validity of his alleged interest in the property subsequent to the filing of an 
indictment or information alleging  
that the property is subject to forfeiture under this section.  

(k) Jurisdiction To Enter Orders. - The district courts of the United States shall 
have jurisdiction to enter orders as provided in this section without regard to 
the location of any property which may be subject to forfeiture under this 
section or which has been ordered forfeited under this section.  

(l) Depositions. - In order to facilitate the identification and location of property 
declared forfeited and to facilitate the disposition of petitions for remission or 
mitigation of forfeiture, after the entry of an order declaring property forfeited 
to the United States, the court may, upon application of the United States, order 
that the testimony of any witness relating to the property forfeited be taken by 
deposition and that any designated book, paper, document, record, recording, or 
other material not privileged be produced at the same time and place, in the 
same manner as provided for the taking of depositions under rule 15 of the 
Federal Rules of Criminal Procedure.  

(m) Third Party Interests. -  

(1) Following the entry of an order of forfeiture under this section, the United 
States shall publish notice of the order and of its intent to dispose of the 



property in such manner as the Attorney  
General may direct. The Government may also, to the extent practicable, 
provide direct written notice to any person known to have alleged an interest in 
the property that is the subject of the  
order of forfeiture as a substitute for published notice as to those persons so 
notified.  

(2) Any person, other than the defendant, asserting a legal interest in property 
which has been ordered forfeited to the United States pursuant to this section 
may, within 30 days of the final publication of notice or his receipt of notice 
under paragraph (1), whichever is earlier, petition the court for a hearing to 
adjudicate the validity of his alleged interest in the property. The hearing shall 
be held before the court alone, without a jury.  

(3) The petition shall be signed by the petitioner under penalty of perjury and 
shall set forth the nature and extent of the petitioner's right, title, or interest in 
the property, the time and circumstances of the petitioner's acquisition of the 
right, title, or interest in the property, any additional facts supporting the 
petitioner's claim, and the relief sought.  

(4) The hearing on the petition shall, to the extent practicable and consistent 
with the interests of justice, be held within 30 days of the filing of the petition. 
The court may consolidate the hearing on  
the petition with a hearing on any other petition filed by a person other than the 
defendant under this subsection.  

(5) At the hearing, the petitioner may testify and present evidence and 
witnesses on his own behalf, and cross-examine witnesses who appear at the 
hearing. The United States may present evidence and witnesses in rebuttal and 
in defense of its claim to the property and cross-examine witnesses who appear 
at the hearing. In addition to testimony and evidence presented at the hearing, 
the court shall consider the relevant portions of the record of the criminal case 
which resulted in the order of forfeiture.  

(6) If, after the hearing, the court determines that the petitioner has established 
by a preponderance of the evidence that -  

(A) the petitioner has a legal right, title, or interest in the property, and such 
right, title, or interest renders the order of forfeiture invalid in whole or in part 
because the right, title, or interest was vested in the petitioner rather than the 
defendant or was superior to any right, title, or interest of  



the defendant at the time of the commission of the acts which gave rise to the 
forfeiture of the property under this section or  

(B) the petitioner is a bona fide purchaser for value of the right, title, or interest 
in the property and was at the time of purchase reasonably without cause to 
believe that the property was subject to forfeiture under this section the court 
shall amend the order of forfeiture in accordance with its  
determination.  

(7) Following the court's disposition of all petitions filed under this subsection, 
or if no such petitions are filed following the expiration of the period provided 
in paragraph (2) for the filing of  
such petitions, the United States shall have clear title to property that is the 
subject of the order of forfeiture and may warrant good title to any subsequent 
purchaser or transferee.  

(n) Construction. - This section shall be liberally construed to effectuate its 
remedial purposes.  

(o) Substitute Assets. - If any of the property described in subsection (a), as a 
result of any act or omission of the defendant -  

(1) cannot be located upon the exercise of due diligence  

(2) has been transferred or sold to, or deposited with, a third party  

(3) has been placed beyond the jurisdiction of the court  

(4) has been substantially diminished in value or  

(5) has been commingled with other property which cannot be divided without 
difficulty the court shall order the forfeiture of any other property of the 
defendant up to the value of any property  
described in paragraphs (1) through (5). Sec. 2254. Civil forfeiture  

(a) Property Subject to Civil Forfeiture. - The following property shall be 
subject to forfeiture by the United States:  

(1) Any visual depiction described in section 2251, 2251A, or 2252 of this 
chapter, or any book, magazine, periodical, film, videotape or other matter 
which contains any such visual depiction, which was produced, transported, 
mailed, shipped, or received in violation of this chapter.  



(2) Any property, real or personal, used or intended to be used to commit or to 
promote the commission of an offense under this chapter involving a visual 
depiction described in section 2251,  
2251A, or 2252 of this chapter, except that no property shall be forfeited under 
this paragraph, to the extent of the interest of an owner, by reason of any act or 
omission established by that  
owner to have been committed or omitted without the knowledge or consent of 
that owner.  

(3) Any property, real or personal, constituting or traceable to gross profits or 
other proceeds obtained from a violation of this chapter involving a visual 
depiction described in section  
2251, 2251A, or 2252 of this chapter, except that no property shall be forfeited 
under this paragraph, to the extent of the interest of an owner, by reason of any 
act or omission  
established by that owner to have been committed or omitted without the 
knowledge or consent of that owner.  

(b) Seizure Pursuant to Supplemental Rules for Certain Admiralty and 
Maritime Claims. - Any property subject to forfeiture to the United States 
under this section may be seized by the Attorney General, the Secretary of the 
Treasury, or the United States Postal Service upon process issued pursuant to 
the Supplemental Rules for Certain Admiralty and Maritime Claims by any 
district court of the United States having jurisdiction over the property, except 
that seizure without such process may be made when the seizure is pursuant to 
a search under a search warrant or incident to an arrest. The Government may 
request the issuance of a warrant authorizing the seizure of property subject to 
forfeiture under this section in the same manner as provided for a search 
warrant under the Federal Rules of Criminal Procedure.  

(c) Custody of Federal Official. - Property taken or detained under this section 
shall not be repleviable, but shall be deemed to be in the custody of the 
Attorney General, Secretary of the Treasury, or the United States Postal Service 
subject only to the orders and decrees of the court or the official having 
jurisdiction thereof. Whenever property is seized under any of the provisions of 
this subchapter, the Attorney General, Secretary of the Treasury, or the United 
States Postal  
Service may -  

(1) place the property under seal  

(2) remove the property to a place designated by the official or agency or  



(3) require that the General Services Administration take custody of the 
property and remove it, if practicable, to an appropriate location for disposition 
in accordance with law.  

(d) Other Laws and Proceedings Applicable. - All provisions of the customs 
laws relating to the seizure, summary and judicial forfeiture, and condemnation 
of property for violation of the customs laws, the disposition of such property 
or the proceeds from the sale thereof, the  
remission or mitigation of such forfeitures, and the compromise of claims, shall 
apply to seizures and forfeitures incurred, or alleged to have been incurred, 
under this section, insofar as applicable and not inconsistent with the provisions 
of this section, except that such duties as are imposed upon the customs officer 
or any other person with respect to the seizure and forfeiture of property under 
the customs laws shall be performed with respect to seizures and forfeitures of 
property  
under this section by such officers, agents, or other persons as may be 
authorized or designated for that purpose by the Attorney General, the 
Secretary of the Treasury, or the Postal Service, except to the extent that such 
duties arise from seizures and forfeitures affected by any customs officer.  

(e) Inapplicability of Certain Sections. - Sections 1606, 1613, 1614, 1617, and 
1618 of title 19, United States Code, shall not apply with respect to any visual 
depiction or any matter containing a visual depiction subject to forfeiture under 
subsection (a)(1) of this section.  

(f) Disposition of Forfeited Property. - Whenever property is forfeited under 
this section the Attorney General shall destroy or retain for official use any 
property described in paragraph (1) of subsection (a)  
and, with respect to property described in paragraph (2) or (3) of subsection (a), 
may -  

(1) retain the property for official use or transfer the custody or ownership of 
any forfeited property to a Federal, State, or local agency under section 616 of 
the Tariff Act of 1930  

(2) sell, by public sale or any other commercially feasible means, any forfeited 
property which is not required to be destroyed by law and which is not harmful 
to the public or  

(3) require that the General Services Administration take custody of the 
property and dispose of it in accordance with law. The Attorney General, 
Secretary of the Treasury, or the United States Postal Service shall ensure the 



equitable transfer pursuant to paragraph (1) of any forfeited property to the 
appropriate State or local law enforcement agency so as to reflect generally the 
contribution of any such agency participating directly in any of the acts which 
led to the seizure or forfeiture of such property. A decision by an official or 
agency pursuant to paragraph (1) shall not be subject to judicial review. With 
respect to a forfeiture conducted by the Attorney General, the Attorney General 
shall forward to the Treasurer of the United States for deposit in accordance 
with section 524(c) of title 28 the proceeds from any sale under paragraph (2) 
and any moneys forfeited under this section. With respect to a forfeiture 
conducted by the Postal Service, the proceeds from any sale under paragraph 
(2) and any moneys forfeited under this section shall be deposited in the  
Postal Service Fund as required by section 2003(b)(7) of title 39.  

(g) Title to Property. - All right, title, and interest in property described in 
subsection (a) of this section shall vest in the United States upon commission of 
the act giving rise to forfeiture under this section.  

(h) Stay of Proceedings. - The filing of an indictment or information alleging a 
violation of this chapter which is also related to a civil forfeiture proceeding 
under this section shall, upon motion of the United States and for good cause 
shown, stay the civil forfeiture proceeding.  

(i) Venue. - In addition to the venue provided for in section 1395 of title 28 or 
any other provision of law, in the case of property of a defendant charged with 
a violation that is the basis for forfeiture of the property under this section, a 
proceeding for forfeiture under this section may be brought in the judicial 
district in which the defendant owning such property is found or in the judicial 
district in which the criminal prosecution is brought.  

Sec. 2255. Civil remedy for personal injuries  

(a) Any minor who is a victim of a violation of section 2251 or 2252 of this 
title and who suffers personal injury as a result of such violation may sue in any 
appropriate United States District Court and shall recover the actual damages 
such minor sustains and the cost of the suit, including a reasonable attorney's 
fee. Any minor as described in the preceding sentence shall be deemed to have 
sustained damages of no less than $50,000 in value.  

(b) Any action commenced under this section shall be barred unless the 
complaint is filed within six years after the right of action first accrues or in the 
case of a person under a legal disability, not later than three years after the 
disability.  



Sec. 2256. Definitions for chapter  

For the purposes of this chapter, the term -  

(1) ''minor'' means any person under the age of eighteen years  

(2) ''sexually explicit conduct'' means actual or simulated -  

(A) sexual intercourse, including genital-genital, oral-genital, anal-genital, or 
oral-anal, whether between persons of the same or opposite sex  

(B) bestiality  

(C) masturbation  

(D) sadistic or masochistic abuse or  

(E) lascivious exhibition of the genitals or pubic area of any person  

(3) ''producing'' means producing, directing, manufacturing, issuing, publishing, 
or advertising  

(4) ''organization'' means a person other than an individual  

(5) ''visual depiction'' includes undeveloped film and videotape, and data stored 
on computer disk or by electronic means which is capable of conversion into a 
visual image  

(6) ''computer'' has the meaning given that term in section 1030 of this title  

(7) ''custody or control'' includes temporary supervision over or responsibility 
for a minor whether legally or illegally obtained  

(8) ''child pornography'' means any visual depiction, including any photograph, 
film, video, picture, or computer or computer generated image or picture, 
whether made or produced by electronic, mechanical, or other means, of 
sexually explicit conduct, where -  

(A) the production of such visual depiction involves the use of a minor 
engaging in sexually explicit conduct  

(B) such visual depiction is, or appears to be, of a minor engaging in sexually 
explicit conduct  



(C) such visual depiction has been created, adapted, or modified to appear that 
an identifiable minor is engaging in sexually explicit conduct or  

(D) such visual depiction is advertised, promoted, presented, described, or 
distributed in such a manner that conveys the impression that the material is or 
contains a visual depiction of a minor engaging in sexually explicit conduct and  

(9) ''identifiable minor'' -  

(A) means a person - (i) (I)who was a minor at the time the visual depiction 
was created, adapted, or modified or (II) whose image as a minor was used in 
creating, adapting, or modifying the visual  
depiction and (ii) who is recognizable as an actual person by the person's face, 
likeness, or other distinguishing characteristic, such as a unique birthmark or 
other recognizable feature and  

(B) shall not be construed to require proof of the actual identity of the 
identifiable minor.  

Sec. 2257. Record keeping requirements  

(a) Whoever produces any book, magazine, periodical, film, videotape, or other 
matter which -  

(1) contains one or more visual depictions made after November 1, 1990 of 
actual sexually explicit conduct and  

(2) is produced in whole or in part with materials which have been mailed or 
shipped in interstate or foreign commerce, or is shipped or transported or is 
intended for shipment or transportation in  
interstate or foreign commerce shall create and maintain individually 
identifiable records pertaining to every performer portrayed in such a visual 
depiction.  

(b) Any person to whom subsection (a) applies shall, with respect to every 
performer portrayed in a visual depiction of actual sexually explicit conduct -  

(1) ascertain, by examination of an identification document containing such 
information, the performer's name and date of birth, and require the performer 
to provide such other indicia of his or her identity as may be prescribed by 
regulations  



(2) ascertain any name, other than the performer's present and correct name, 
ever used by the performer including maiden name, alias, nickname, stage, or 
professional name and  

(3) record in the records required by subsection (a) the information required by 
paragraphs (1) and (2) of this subsection and such other identifying information 
as may be prescribed by regulation.  

(c) Any person to whom subsection (a) applies shall maintain the records 
required by this section at his business premises, or at such other place as the 
Attorney General may by regulation prescribe and shall make such records 
available to the Attorney General for inspection at all  
reasonable times.  

(d)  

(1) No information or evidence obtained from records required to be created or 
maintained by this section shall, except as provided in this section, directly or 
indirectly, be used as evidence against  
any person with respect to any violation of law.  

(2) Paragraph (1) of this subsection shall not preclude the use of such 
information or evidence in a prosecution or other action for a violation of this 
section or for a violation of any applicable  
provision of law with respect to the furnishing of false information.  

(e)  

(1) Any person to whom subsection (a) applies shall cause to be affixed to 
every copy of any matter described in paragraph (1) of subsection (a) of this 
section, in such manner and in such form as the Attorney General shall by 
regulations prescribe, a statement describing where the records required by this 
section with respect to all performers depicted in that copy of the matter may be 
located.  

(2) If the person to whom subsection (a) of this section applies is an 
organization the statement required by this subsection shall include the name, 
title, and business address of the individual employed by such organization 
responsible for maintaining the records required by this section.  

(f) It shall be unlawful -  



(1) for any person to whom subsection (a) applies to fail to create or maintain 
the records as required by subsections (a) and (c) or by any regulation 
promulgated under this section  

(2) for any person to whom subsection (a) applies knowingly to make any false 
entry in or knowingly to fail to make an appropriate entry in, any record 
required by subsection (b) of this section or any regulation promulgated under 
this section  

(3) for any person to whom subsection (a) applies knowingly to fail to comply 
with the provisions of subsection (e) or any regulation promulgated pursuant to 
that subsection and  

(4) for any person knowingly to sell or otherwise transfer, or offer for sale or 
transfer, any book, magazine, periodical, film, video, or other matter, produce 
in whole or in part with materials which have been mailed or shipped in 
interstate or foreign commerce or which is intended for shipment in interstate 
or foreign commerce, which -  

(A) contains one or more visual depictions made after the effective date of this 
subsection of actual sexually explicit conduct and  

(B) is produced in whole or in part with materials which have been mailed or 
shipped in interstate or foreign commerce, or is shipped or transported or is 
intended for shipment or transportation in interstate or foreign commerce which 
does not have affixed thereto, in a manner prescribed as set forth in subsection 
(e)(1), a statement describing where the records required by this section may be 
located, but such person shall have no duty to determine the accuracy of the 
contents of the  
statement or the records required to be kept.  

(g) The Attorney General shall issue appropriate regulations to carry out this 
section.  

(h) As used in this section -  

(1) the term ''actual sexually explicit conduct'' means actual but not simulated 
conduct as defined in subparagraphs (A) through (D) of paragraph (2) of 
section 2256 of this title  

(2) ''identification document'' has the meaning given that term in section 
1028(d) of this title  



(3) the term ''produces'' means to produce, manufacture, or publish any book, 
magazine, periodical, film, video tape or other similar matter and includes the 
duplication, reproduction, or reissuing of any such matter, but does not include 
mere distribution or any other activity which does not involve hiring, 
contracting for managing, or otherwise arranging for the participation of the 
performers depicted and  

(4) the term ''performer'' includes any person portrayed in a visual depiction 
engaging in, or assisting another person to engage in, actual sexually explicit 
conduct.  

(i) Whoever violates this section shall be imprisoned for not more than 2 years, 
and fined in accordance with the provisions of this title, or both. Whoever 
violates this section after having been convicted of a violation punishable under 
this section shall be imprisoned for any period of years not more than 5 years 
but not less than 2 years, and fined in accordance with the provisions of this 
title, or both.  

Sec. 2258. Failure to report child abuse  

A person who, while engaged in a professional capacity or activity described in 
subsection (b) of section 226 of the Victims of Child Abuse Act of 1990 on 
Federal land or in a federally operated (or contracted) facility, learns of facts 
that give reason to suspect that a child has suffered an incident of child abuse, 
as defined in subsection (c) of that section, and fails to make a timely report as 
required by subsection (a) of that section, shall be guilty of a Class B 
misdemeanor.  

Sec. 2259. Mandatory restitution  

(a) In General. - Notwithstanding section 3663 or 3663A, and in addition to any 
other civil or criminal penalty authorized by law, the court shall order 
restitution for any offense under this chapter.  

(b) Scope and Nature of Order. -  

(1) Directions. - The order of restitution under this section shall direct the 
defendant to pay the victim (through the appropriate court mechanism) the full 
amount of the victim's losses as determined by the court pursuant to paragraph 
(2).  



(2) Enforcement. - An order of restitution under this section shall be issued and 
enforced in accordance with section 3664 in the same manner as an order under 
section 3663A.  

(3) Definition. - For purposes of this subsection, the term ''full amount of the 
victim's losses'' includes any costs incurred by the victim for -  

(A) medical services relating to physical, psychiatric, or psychological care  

(B) physical and occupational therapy or rehabilitation  

(C) necessary transportation, temporary housing, and child care expenses  

(D) lost income  

(E) attorneys' fees, as well as other costs incurred and  

(F) any other losses suffered by the victim as a proximate result of the offense.  

(4) Order mandatory. -  

(A) The issuance of a restitution order under this section is mandatory.  

(B) A court may not decline to issue an order under this section because of - (i) 
the economic circumstances of the defendant or (ii) the fact that a victim has, or 
is entitled to, receive compensation for his or her injuries from the proceeds of 
insurance or any other source.  

(c) Definition. - For purposes of this section, the term ''victim'' means the 
individual harmed as a result of a commission of a crime under this chapter, 
including, in the case of a victim who is under 18 years of age, incompetent, 
incapacitated, or deceased, the legal guardian of the victim or representative of 
the victim's estate, another family member, or any other person appointed as 
suitable by the court, but in no event shall the defendant be named as such 
representative or guardian.  

Sec. 2260. Production of sexually explicit depictions of a minor for importation 
into the United States  

(a) Use of Minor. - A person who, outside the United States, employs, uses, 
persuades, induces, entices, or coerces any minor to engage in, or who has a 
minor assist any other person to engage in, or who transports any minor with 
the intent that the minor engage in any sexually explicit  



conduct for the purpose of producing any visual depiction of such conduct, 
intending that the visual depiction will be imported into the United States or 
into waters within 12 miles of the coast of the United States, shall be punished 
as provided in subsection (c).  

(b) Use of Visual Depiction. - A person who, outside the United States, 
knowingly receives, transports, ships, distributes, sells, or possesses with intent 
to transport, ship, sell, or distribute any visual depiction of a minor engaging in 
sexually explicit conduct (if the production of  
the visual depiction involved the use of a minor engaging in sexually explicit 
conduct), intending that the visual depiction will be imported into the United 
States or into waters within a distance of 12 miles of the coast of the United 
States, shall be punished as provided in subsection (c).  

(c) Penalties. - A person who violates subsection (a) or (b), or conspires or 
attempts to do so -  

(1) shall be fined under this title, imprisoned not more than 10 years, or both 
and  

(2) if the person has a prior conviction under this chapter or chapter 109A, shall 
be fined under this title, imprisoned not more than 20 years, or both.  

CHAPTER 71 - OBSCENITY  

Sec. 1461. Mailing obscene or crime inciting matter  

Every obscene, lewd, lascivious, indecent, filthy or vile article, matter, thing, 
device, or substance and - Every article or thing designed, adapted, or intended 
for producing abortion, or for any indecent or immoral use and Every article, 
instrument, substance, drug, medicine, or thing which is  
advertised or described in a manner calculated to lead another to use or apply it 
for producing abortion, or for any indecent or immoral purpose and Every 
written or printed card, letter, circular, book, pamphlet, advertisement, or notice 
of any kind giving information, directly or indirectly, where, or how, or from 
whom, or by what means any of such mentioned matters, articles, or things may 
be obtained or made, or where or by whom any act or operation of any kind for 
the procuring or producing of abortion will be done or performed, or how or by 
what means abortion may be  
produced, whether sealed or unsealed and Every paper, writing, advertisement, 
or representation that any article, instrument, substance, drug, medicine, or 
thing may, or can, be used or applied for producing abortion, or for any 



indecent or immoral purpose and Every description calculated to induce or 
incite a person to so use or apply any such article, instrument, substance, drug, 
medicine, or thing - Is declared to be nonmailable matter and shall not be 
conveyed in the mails or delivered from any post office or by any letter carrier. 
Whoever knowingly uses the mails for the mailing, carriage in the mails, or 
delivery of anything declared by this section or section 3001(e) of title 39 to be 
nonmailable, or knowingly causes to be delivered by mail according to the 
direction thereon, or at the place at which it is directed to be delivered by the 
person to whom it is addressed, or knowingly takes any such thing from the 
mails for the purpose of circulating or disposing thereof, or of aiding in the 
circulation or disposition thereof, shall be fined under this title or imprisoned 
not more than five years, or both, for the first such offense, and shall be fined  
under this title or imprisoned not more than ten years, or both, for each such 
offense thereafter. The term ''indecent'', as used in this section includes matter 
of a character tending to incite arson, murder, or assassination.  

CHAPTER 109A - SEXUAL ABUSE  

§ 2241. Aggravated sexual abuse.  
§ 2242. Sexual abuse.  
§ 2243. Sexual abuse of a minor or ward.  
§ 2244. Abusive sexual contact.  
§ 2245. Sexual abuse resulting in death.  
§ 2246. Definitions for chapter.  
§ 2247. Repeat offenders.  
§ 2248. Mandatory restitution.  

Sec. 2241. Aggravated sexual abuse  

(a) By Force or Threat. - Whoever, in the special maritime and territorial 
jurisdiction of the United States or in a Federal prison, knowingly causes 
another person to engage in a sexual act -  

(1) by using force against that other person or  

(2) by threatening or placing that other person in fear that any person will be 
subjected to death, serious bodily injury, or kidnapping or attempts to do so, 
shall be fined under this title,  
imprisoned for any term of years or life, or both.  

(b) By Other Means. - Whoever, in the special maritime and territorial 
jurisdiction of the United States or in a Federal prison, knowingly -  



(1) renders another person unconscious and thereby engages in a sexual act 
with that other person or  

(2) administers to another person by force or threat of force, or without the 
knowledge or permission of that person, a drug, intoxicant, or other similar 
substance and thereby -  

(A) substantially impairs the ability of that other person to appraise or control 
conduct and  

(B) engages in a sexual act with that other person or attempts to do so, shall be 
fined under this title, imprisoned for any term of years or life, or both.  

(c) With Children. - Whoever crosses a State line with intent to engage in a 
sexual act with a person who has not attained the age of 12 years, or in the 
special maritime and territorial jurisdiction of the United States or in a Federal 
prison, knowingly engages in a sexual act with another person who has not 
attained the age of 12 years, or knowingly engages in a sexual act under the 
circumstances described in subsections (a) and (b) with another person who has 
attained the age of 12 years but has not attained the age of 16 years (and is at 
least 4 years younger than that person), or attempts to do so, shall be fined 
under this title, imprisoned for any term of years or life, or both. If the 
defendant has previously been convicted of another Federal offense under this 
subsection, or of a State offense that would have been an offense under either 
such provision had the offense occurred in a Federal prison, unless the death 
penalty is imposed, the defendant shall be sentenced to life in prison.  

(d) State of Mind Proof Requirement. - In a prosecution under subsection (c) of 
this section, the Government need not prove that the defendant knew that the 
other person engaging in the sexual act had not attained the age of 12 years.  

Sec. 2242. Sexual abuse  

Whoever, in the special maritime and territorial jurisdiction of the United States 
or in a Federal prison, knowingly -  

(1) causes another person to engage in a sexual act by threatening or placing 
that other person in fear (other than by threatening or placing that other person 
in fear that any person will be subjected  
to death, serious bodily injury, or kidnapping) or  

(2) engages in a sexual act with another person if that other person is -  



(A) incapable of appraising the nature of the conduct or  

(B) physically incapable of declining participation in, or communicating 
unwillingness to engage in, that sexual act or attempts to do so, shall be fined 
under this title, imprisoned not more than 20 years, or both.  

Sec. 2243. Sexual abuse of a minor or ward  

(a) Of a Minor. - Whoever crosses a State line with intent to engage in a sexual 
act with a person who has not attained the age of 12 years, or, in the special 
maritime and territorial jurisdiction of the United States or in a Federal prison, 
knowingly engages in a sexual act with another person who -  

(1) has attained the age of 12 years but has not attained the age of 16 years and  

(2) is at least four years younger than the person so engaging or attempts to do 
so, shall be fined under this title, imprisoned not more than 15 years, or both.  

(b) Of a Ward. - Whoever, in the special maritime and territorial jurisdiction of 
the United States or in a Federal prison, knowingly engages in a sexual act with 
another person who is -  

(1) in official detention and  

(2) under the custodial, supervisory, or disciplinary authority of the person so 
engaging or attempts to do so, shall be fined under this title, imprisoned not 
more than one year, or both.  

(c) Defenses. -  

(1) In a prosecution under subsection (a) of this section, it is a defense, which 
the defendant must establish by a preponderance of the evidence, that the 
defendant reasonably believed that the other  
person had attained the age of 16 years.  

(2) In a prosecution under this section, it is a defense, which the defendant must 
establish by a preponderance of the evidence, that the persons engaging in the 
sexual act were at that time married to each other.  

(d) State of Mind Proof Requirement. - In a prosecution under subsection (a) of 
this section, the Government need not prove that the defendant knew -  

(1) the age of the other person engaging in the sexual act or  



(2) that the requisite age difference existed between the persons so engaging.  

Sec. 2244. Abusive sexual contact  

(a) Sexual Conduct in Circumstances Where Sexual Acts Are Punished by This 
Chapter. - Whoever, in the special maritime and territorial jurisdiction of the 
United States or in a Federal prison, knowingly engages in or causes sexual 
contact with or by another person, if so to do would  
violate -  

(1) section 2241 of this title had the sexual contact been a sexual act, shall be 
fined under this title, imprisoned not more than ten years, or both  

(2) section 2242 of this title had the sexual contact been a sexual act, shall be 
fined under this title, imprisoned not more than three years, or both  

(3) subsection (a) of section 2243 of this title had the sexual contact been a 
sexual act, shall be fined under this title, imprisoned not more than two years, 
or both or  

(4) subsection (b) of section 2243 of this title had the sexual contact been a 
sexual act, shall be fined under this title, imprisoned not more than six months, 
or both.  

(b) In Other Circumstances. - Whoever, in the special maritime and territorial 
jurisdiction of the United States or in a Federal prison, knowingly engages in 
sexual contact with another person without that other person's permission shall 
be fined under this title, imprisoned not more than six months, or both.  

Sec. 2245. Sexual abuse resulting in death  

A person who, in the course of an offense under this chapter, engages in 
conduct that results in the death of a person, shall be punished by death or 
imprisoned for any term of years or for life.  

Sec. 2246. Definitions for chapter  

As used in this chapter -  

(1) the term ''prison'' means a correctional, detention, or penal facility  

(2) the term ''sexual act'' means -  



(A) contact between the penis and the vulva or the penis and the anus, and for 
purposes of this subparagraph contact involving the penis occurs upon 
penetration, however slight  

(B) contact between the mouth and the penis, the mouth and the vulva, or the 
mouth and the anus  

(C) the penetration, however slight, of the anal or genital opening of another by 
a hand or finger or by any object, with an intent to abuse, humiliate, harass, 
degrade, or arouse or gratify the sexual desire of any person or  

(D) the intentional touching, not through the clothing, of the genitalia of 
another person who has not attained the age of 16 years with an intent to abuse, 
humiliate, harass, degrade, or arouse or gratify the sexual desire of any person  

(3) the term ''sexual contact'' means the intentional touching, either directly or 
through the clothing, of the genitalia, anus, groin, breast, inner thigh, or 
buttocks of any person with an intent to abuse, humiliate, harass, degrade, or 
arouse or gratify the sexual desire of any person  

(4) the term ''serious bodily injury'' means bodily injury that involves a 
substantial risk of death, unconsciousness, extreme physical pain, protracted 
and obvious disfigurement, or protracted loss or impairment of the function of a 
bodily member, organ, or mental faculty  

(5) the term ''official detention'' means -  

(A) detention by a Federal officer or employee, or under the direction of a 
Federal officer or employee, following arrest for an offense following surrender 
in lieu of arrest for an offense following a charge or conviction of an offense, or 
an allegation or finding of juvenile delinquency following commitment as a 
material witness following civil commitment in lieu of criminal proceedings or 
pending resumption of criminal proceedings that are being held in abeyance, or 
pending extradition, deportation, or exclusion or  

(B) custody by a Federal officer or employee, or under the direction of a 
Federal officer or employee, for purposes incident to any detention described in 
subparagraph (A) of this paragraph, including transportation, medical diagnosis 
or treatment, court appearance, work, and recreation but does not include 
supervision or other control (other than custody during specified hours or days) 
after release on bail, probation, or parole, or after release following a finding of 



juvenile  
delinquency.  

Sec. 2247. Repeat offenders  

Any person who violates a provision of this chapter, after one or more prior 
convictions for an offense punishable under this chapter, or after one or more 
prior convictions under the laws of any State relating to aggravated sexual 
abuse, sexual abuse, or abusive sexual contact have become final, is punishable 
by a term of imprisonment up to twice that otherwise authorized.  

Sec. 2248. Mandatory restitution  

(a) In General. - Notwithstanding section 3663 or 3663A, and in addition to any 
other civil or criminal penalty authorized by law, the court shall order 
restitution for any offense under this chapter.  

(b) Scope and Nature of Order. -  

(1) Directions. - The order of restitution under this section shall direct the 
defendant to pay to the victim (through the appropriate court mechanism) the 
full amount of the victim's losses as determined by the court pursuant to 
paragraph (2).  

(2) Enforcement. - An order of restitution under this section shall be issued and 
enforced in accordance with section 3664 in the same manner as an order under 
section 3663A.  

(3) Definition. - For purposes of this subsection, the term ''full amount of the 
victim's losses'' includes any costs incurred by the victim for -  

(A) medical services relating to physical, psychiatric, or psychological care  

(B) physical and occupational therapy or rehabilitation  

(C) necessary transportation, temporary housing, and child care expenses  

(D) lost income  

(E) attorneys' fees, plus any costs incurred in obtaining a civil protection order 
and  

(F) any other losses suffered by the victim as a proximate result of the offense.  



(4) Order mandatory. -  

(A) The issuance of a restitution order under this section is mandatory.  

(B) A court may not decline to issue an order under this section because of - (i) 
the economic circumstances of the defendant or (ii) the fact that a victim has, or 
is entitled to, receive compensation for his or her injuries from the proceeds of 
insurance or any other source.  

(c) Definition. - For purposes of this section, the term ''victim'' means the 
individual harmed as a result of a commission of a crime under this chapter, 
including, in the case of a victim who is under 18 years of age, incompetent, 
incapacitated, or deceased, the legal guardian of the victim or  
representative of the victim's estate, another family member, or any other 
person appointed as suitable by the court, but in no event shall the defendant be 
named as such representative or guardian.  

CHAPTER 117 - TRANSPORTATION FOR ILLEGAL SEXUAL ACTIVITY 
AND RELATED CRIMES  

Sec. 2421. Transportation generally  

Whoever knowingly transports any individual in interstate or foreign 
commerce, or in any Territory or Possession of the United States, with intent 
that such individual engage in prostitution, or in any sexual activity for which 
any person can be charged with a criminal offense, shall be fined under this 
title or imprisoned not more than five years, or both.  

Sec. 2422. Coercion and enticement  

(a) Whoever knowingly persuades, induces, entices, or coerces any individual 
to travel in interstate or foreign commerce, or in any Territory or Possession of 
the United States, to engage in prostitution, or in any sexual activity for which 
any person can be charged with a criminal offense, shall be fined under this 
title or imprisoned not more than five years, or both.  

(b) Whoever, using any facility or means of interstate or foreign commerce, 
including the mail, or within the special maritime and territorial jurisdiction of 
the United States, knowingly persuades, induces, entices, or coerces any 
individual who has not attained the age of 18 years to engage in  
prostitution or any sexual act for which any person may be criminally 



prosecuted, or attempts to do so, shall be fined under this title or imprisoned not 
more than 10 years, or both.  

Sec. 2423. Transportation of minors  

(a) Transportation With Intent To Engage in Criminal Sexual Activity. - A 
person who knowingly transports any individual under the age of 18 years in 
interstate or foreign commerce, or in any Territory or Possession of the United 
States, with intent that such individual engage in prostitution, or in any sexual 
activity for which any person can be charged with a criminal offense, shall be 
fined under this title or imprisoned not more than ten years, or both.  

(b) Travel With Intent To Engage in Sexual Act With a Juvenile. - A person 
who travels in interstate commerce, or conspires to do so, or a United States 
citizen or an alien admitted for permanent residence in the United States who 
travels in foreign commerce, or conspires to do so, for the purpose of engaging 
in any sexual act (as defined in section 2246) with a person under 18 years of 
age that would be in violation of chapter 109A if the sexual act occurred in the 
special maritime and territorial jurisdiction of the United States shall be fined 
under this title, imprisoned not more than 10 years, or both.  

Sec. 2424. Filing factual statement about alien individual  

(a) Whoever keeps, maintains, controls, supports, or harbors in any house or 
place for the purpose of prostitution, or for any other immoral purpose, any 
individual, knowing or in reckless disregard of the fact that the individual is an 
alien, shall file with the Commissioner of Immigration and  
Naturalization a statement in writing setting forth the name of such individual, 
the place at which that individual is kept, and all facts as to the date of that 
individual's entry into the United States, the port through which that individual 
entered, that individual's age, nationality, and parentage, and concerning that 
individual's procuration to come to this country within the knowledge of such 
person and  

Whoever fails within five business days after commencing to keep, maintain, 
control, support, or harbor in any house or place for the purpose of prostitution, 
or for any other immoral purpose, any alien individual to file such statement 
concerning such alien individual with the Commissioner of  
Immigration and Naturalization or  

Whoever knowingly and willfully states falsely or fails to disclose in such 
statement any fact within that person's knowledge or belief with reference to 



the age, nationality, or parentage of any such alien individual, or concerning 
that individual's procuration to come to this country -  

Shall be fined under this title or imprisoned not more than 10 years, or both.  

(b) In any prosecution brought under this section, if it appears that any such 
statement required is not on file in the office of the Commissioner of 
Immigration and Naturalization, the person whose duty it is to file such 
statement shall be presumed to have failed to file said statement, unless  
such person or persons shall prove otherwise. No person shall be excused from 
furnishing the statement, as required by this section, on the ground or for the 
reason that the statement so required by that person, or the information therein 
contained, might tend to criminate that person or subject that person to a 
penalty or forfeiture, but no information contained in the statement or  
any evidence which is directly or indirectly derived from such information may 
be used against any person making such statement in any criminal case, except 
a prosecution for perjury, giving a false statement or otherwise failing to 
comply with this section.  

CHAPTER 121 - STORED WIRE AND ELECTRONIC 
COMMUNICATIONS AND TRANSACTIONAL RECORDS ACCESS  

Sec. 2703. Requirements for governmental access  

(a) Contents of Electronic Communications in Electronic Storage. - A 
governmental entity may require the disclosure by a provider of electronic 
communication service of the contents of an electronic communication, that is 
in electronic storage in an electronic communications system for one hundred 
and eighty days or less, only pursuant to a warrant issued under the Federal 
Rules of Criminal Procedure or equivalent State warrant. A governmental 
entity may require the disclosure by a provider of electronic communications 
services of the contents of an electronic ommunication that has been in 
electronic storage in an electronic communications system for more than one 
hundred and eighty days by the means available under subsection (b) of this 
section.  

(b) Contents of Electronic Communications in a Remote Computing Service.  

(1) A governmental entity may require a provider of remote computing service 
to disclose the contents of any electronic communication to which this 
paragraph is made applicable by paragraph (2) of this subsection -  



(A) without required notice to the subscriber or customer, if the governmental 
entity obtains a warrant issued under the Federal Rules of Criminal Procedure 
or equivalent State warrant or  

(B) with prior notice from the governmental entity to the subscriber or 
customer if the governmental entity - (i) uses an administrative subpoena 
authorized by a Federal or State statute or a Federal or State grand jury or trial 
subpoena or (ii) obtains a court order for such disclosure  
under subsection (d) of this section except that delayed notice may be given 
pursuant to section 2705 of this title.  

(2) Paragraph (1) is applicable with respect to any electronic communication 
that is held or maintained on that service -  

(A) on behalf of, and received by means of electronic transmission from (or 
created by means of computer processing of communications received by 
means of electronic transmission from), a subscriber or customer of such 
remote computing service and  

(B) solely for the purpose of providing storage or computer processing services 
to such subscriber or customer, if the provider is not authorized to access the 
contents of any such  
communications for purposes of providing any services other than storage or 
computer processing.  

(c) Records Concerning Electronic Communication Service or Remote 
Computing Service. -  

(1)  

(A) Except as provided in subparagraph (B), a provider of electronic 
communication service or remote computing service may disclose a record or 
other information pertaining to a subscriber to or customer of such service (not 
including the contents of communications covered by subsection (a) or (b) of 
this section) to any person other than a governmental entity.  

(B) A provider of electronic communication service or remote computing 
service shall disclose a record or other information pertaining to a subscriber to 
or customer of such service (not  
including the contents of communications covered by subsection (a) or (b) of 
this section) to a governmental entity only when the governmental entity - (i) 
obtains a warrant issued under the  



Federal Rules of Criminal Procedure or equivalent State warrant (ii) obtains a 
court order for such disclosure under subsection (d) of this section or (iii) has 
the consent of the subscriber or customer to such disclosure.  

(C) A provider of electronic communication service or remote computing 
service shall disclose to a governmental entity the name, address, local and long 
distance telephone toll billing records, telephone number or other subscriber 
number or identity, and length of service of a subscriber to or customer of such 
service and the types of services the subscriber or customer utilized, when the 
governmental entity uses an administrative subpoena authorized by a Federal or 
State statute or a Federal or State grand jury or trial subpoena or any means 
available under subparagraph (B).  

(2) A governmental entity receiving records or information under this 
subsection is not required to provide notice to a subscriber or customer.  

(d) Requirements for Court Order. - A court order for disclosure under 
subsection (b) or (c) may be issued by any court that is a court of competent 
jurisdiction described in section 3127(2)(A) and shall issue only if the 
governmental entity offers specific and articulable facts showing  
that there are reasonable grounds to believe that the contents of a wire or 
electronic communication, or the records or other information sought, are 
relevant and material to an ongoing criminal investigation. In the case of a State 
governmental authority, such a court order shall not issue if prohibited by the 
law of such State. A court issuing an order pursuant to this section, on a motion 
made promptly by the service provider, may quash or modify such order, if the 
information or records requested are unusually voluminous in nature or 
compliance with such order otherwise would cause an undue burden on such 
provider.  

(e) No Cause of Action Against a Provider Disclosing Information Under This 
Chapter. - No cause of action shall lie in any court against any provider of wire 
or electronic communication service, its officers, employees, agents, or other 
specified persons for providing information, facilities, or  
assistance in accordance with the terms of a court order, warrant, subpoena, or 
certification under this chapter.  

(f) Requirement To Preserve Evidence. -  

(1) In general. - A provider of wire or electronic communication services or a 
remote computing service, upon the request of a governmental entity, shall take 



all necessary steps to preserve records and other evidence in its possession 
pending the issuance of a court order or other process  

(2) Period of retention. - Records referred to in paragraph (1) shall be retained 
for a period of 90 days, which shall be extended for an additional 90 day period 
upon a renewed request by the governmental entity.  


